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National Security encompasses practically all relevant aspects such as food security,
energy security, health security, rule of law, the confidence of the public in their security
etc. National security is very much depends on how much control a country has in her
affairs, ie. Sovereignty and how much control she has in her vital assets. So even in most
difficult situations, if we sell our valuable/vital assets without holding the reins, we lose
total control affecting our Sovereignty.

Countries use many “tactics” to take control of another country by way of giving loans,
aids, donations etc. and committing to major investments. Hence the famous saying “when
Greeks bear gifts, beware”. Some others try to take control over another country by
conspiring for a “regime change”. Hence Sovereignty/Independence is a very vital aspect
to ensure National Security. If our important assets are fully controlled by ‘outsiders’ we
tend to become very ‘vulnerable’ and our Sovereignty also would suffer in the process.

It is relevant to quote the Prime Minister at the convocation ceremony at Bandaranayake
International Diplomatic Training Institution recently. Quote “SL’s foreign policy is based
on “neutrality” and we extend a hand of friendship to every country. But this neutrality
should not be taken as a weakness. It is merely a detached neutrality in Regional
International Power Games. Though neutral, we will not allow anybody to use our soil
against a third country. In such attempts we zealously safeguard our sovereignty.”
Unquote.

The exercise of a “Neutral Policy” in a credible manner means the ability to act
independently. To exercise that independence Sri Lanka has to be economically
independent. Economic independence cannot be achieved without National Security.
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Hence when selling assets, we must consider whether such assets are crucial to maintain
a high degree of National Security.

We have faced a war against the LTTE (Liberation Tigers of Tamil Eelam) terrorists for
more than 30 years. Although we comprehensively defeated LTTE, still the Separatist
Tamil Diaspora and pro LTTE funding agencies / people who supported LTTE are still at
large. They try to achieve the LTTE’s “Objective” by other means which, the terrorists
failed to achieve by unleashing terror for 3 decades.

There is no “Middle Man” in Terrorism. Either you are a terrorist or you are not. Hence
anyone who has helped LTTE even remotely is a terrorist. Such people/institutions/
groups/organizations should not be allowed to have any control over our national assets
and should not be allowed to buy any shares. National Security could only be achieved
through such bold decisions.

Access to vital information is one of the major aspects of National Security. Sri Lanka
Telecom is the country’s National Telecommunications Services Provider to the State.
Hence before fully privatizing such an asset we must examine whether the country’s
National Security would as compromised if it is controlled by outsiders.

2. A Brief description of Sri Lanka Telecom

11.

SL Telecom (SLT) is the National Information and Communication Technology (ICT)
solutions provider and the leading Broadband & Backbone Infrastructure Services
Provider of Sri Lanka.

SLT started its operations in 1858 with the establishment of the first telegraphic circuit
between Galle & Colombo. In 1994, SLT was partially privatized and 35% stake was sold
to Nippon Telegraph & Telephone Corporation, a Japanese Telecommunications
Company. In 2008, Nippon Telegraph & Telephone Corporation sold its stake to a
Netherlands based company called Global Telecommunications Holdings, which in turn
is a wholly owned subsidiary of Usaha Tegas Sdn Bhd which is a Malaysian company. As
at today the Malaysian Company holds 44.98% of the stake and Government holds
49.50%.

3. Salient features of SLT

ii.

SLT fulfills the needs of over nine million customers in the island through its high-speed
fiber, copper & wireless access network.

SLT connects Sri Lanka to the world and provides Global Services using the Multiple
International Submarine Cable Networks.
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SLT covers fixed & mobile telephony, broadband, data services, internet protocol
television, cloud computing and hosting services etc.

SLT’s primary strategic segments are fixed ICT operation and mobile ICT operation which
constitute the core business accounting for 98% of revenue.

In the fixed ICT operation SLT provides ICT services to all economic sectors, public
selector institutions & domestic customers.

SLT technology includes optical fiber ADSL 2+, VDSL 2, Carrier- Grade, Wi-Fi and both
fixed and Mobile 4G LTE technologies.

Mobitel provides mobile telephony services, mobile money (M cash)

Mobitel has unveiled the first 5G site at its store in One Galle Face. The company has
invested over USD 700 million to further developments in this regard.

SLT’s extensive Fiber Optic Network, with broadband speeds up to 1Gbps, extends nearly
60,000 km across the country.

The income revenue of SLT in year 2022 was Rs. 108 billion & the profit was Rs. 8.46
billion.

4. Cyber Security

ii.
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The rapid digital transformation of societies has revolutionized the manner in which the
nations operate and conduct their affairs. Nations depend on digital technologies and
solutions and hence cyber security has become an indispensable component of national
security. Hence protecting a nation’s critical infrastructure, defense systems and personal
information of its citizens have become paramount important.

Telecommunication sector serves as the backbone of communication networks, enabling
exchange of information across the island/world. Securing these networks is crucial to
prevent unauthorized access, data breachers and disruptions in communications. Sensitive
information and intelligence should be protected and should be handled only by the state
to prevent unauthorized access.

The LTTE international network under its so called “Tamil Eelam Cyber Force” has
already launched multiple attacks on the Sri Lankan cyber space.

5. Detrimental effects on National Security provided Telecom is privatized

1.

SLT fixed line connections provided to Diplomatic Missions, High level public sector,
private sector cooperates businesses, defence services, police etc. There will be high risk



ii.

iii.

1v.

V.

vil.

Viil.

of information of important subscribers getting leaked out or snooped out. Voice and data
could be passed to a third party both locally and overseas.

SLT network topology is designed in such a way that a large number of network elements
are cascaded throughout the island. With the latest technology available most of the
network elements are designed to cater for call mongering and snooping data. If privatized
government will lose control and will be impossible to understand which subscribers are
tapped and monitored. (most of the software and tools used for such monitoring are hidden
from usual operation and maintenance and from network audits.)

The call detail records of VVIPs and security agencies can be easily extracted from billing
systems/network elements and passed to wrong hands. In internet most of the browsing
data can be extracted and rebuild to understand which sites are visited by the user.

In the mobile network, without the knowledge of the user, the private operator can do
following,

. Geo fencing (allow or disallow certain areas)

. Know the location of SIM card user

. Track the path

. Get browsing Data

. Switch off a mobile device remotely using MDM software

Listed above are few of the risk factors among several others.

National Security is not only protection against military attack but it involves non military
dimensions such as economic security, energy security, food security, etc. and most
importantly cyber security. Hence the Government must ensure that non state actors do
not have easy access to vital information that would affect National Security.

Telecommunication services broadband (internet) etc. which has some kind of connection
to every business/ institutions should be sustained without interruption/ sabotage as any
interruptions would result in complete/partial breakdown of banking sector, electricity,
health, petroleum etc.

Critical National infrastructure of SLT Mobitel are data centers, submarine cable landing
stations, Nodal points in Network, Communication towers, Engineering rooms and
machinery. The Government must guarantee the safety of these infrastructure and when
in hands of private companies, it’s safety cannot be guaranteed.

A successful cyber-attack on Telecommunications could disrupt service for thousands of
phone subscribers, deny internet to millions of customers, cripple business, shut down
Government operations gravely effecting the National Security.
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SLT must ensure adequate counter measures for above mentioned cyber-attacks such as
firewalls, electronic surveillance, access control devices etc. Private companies may not
commit funds to ensure above as national security is not their priority. Hence privatization
would increase vulnerability to cyber threats. Private companies have a legal obligation
to maximize profits for their shareholders and as such will not operate in the public
interest. The public may have limited or no oversight over operations of a private company
and consequently making it difficult to hold them accountable for any wrong doing.

All the government and defense web sites are through SLT Mobitel and as a result the
government spending on it is minimal compared to charges of same facilities from a
private company.

SLT is the country’s oldest telecom service provider which has a data base spanning to
several decades. All these data will be open to private companies in case it is privatized.

SLT has the largest subscriber base in Sri Lanka. At present major shareholder is the
government. Generally, assets are privatized to raise funds for the government & reduce
financial burden on the state. Privatization increase efficiency because private companies
are more often profit driven. If privatized, SLT would be majority owned & controlled by
private investors, who may not necessarily priorities the interests of country over own
profits.

In view of present-day cyber threats/espionage, security of communication systems & data
protecting has become very crucial. Privatization of SLT could lead to potential leakage
of such sensitive information and create security risks, as private companies may not have
the same level of accountability and oversight as public entities. They will priorities
“lowering costs & maximum profits” over security of the country‘s data, making it easier
for malicious actors to exploit vulnerabilities & gain access to sensitive information. A
vulnerable SLT would facilitate for easier disruption & leakage.

In time of war/emergencies, government relies on Telecom services to communicate with
various agencies. If critical communication lines are owned by private companies, it could
create a situation where national security and defense operations could be compromised
or delayed resulting in severe consequences. Hence it is essential to consider the long-
term implications of privatization of SLT such as impact on National Security and weigh
them against potential benefits, before making any decision in that regard.

Fraudulent acts in Telecom industry such as misusing routers, call by pass /call high
jacking etc. could lose considerable amount of revenue to the government. The private
companies of a fully privatized telecom themselves could resort to such acts and make
separate income outside the legitimate businesses of the organization, thereby evading
paying the correct taxes.
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There are statutory obligations by management of telecom, such as “Personal Data
Protection Act No.09 of 2022” which ensures consumer trust in information privacy in
online transactions.

Other Laws are

. Computer Crime Act No. 24 of 2007

. Electronic Transaction Act No. 19 of 2006
. Right to information Act No.12 of 2016

. Banking Act No.30 of 1988

. Telecommunication Act No.25 of 1991

. Intellectual Property Act No.36 of 2003

If privatized and if the purchaser is controlling the shares in SLT does not agree to comply
with above acts, definitely the national security is affected.

Each submarine cable system is governed by C&MA agreement signed by all investing
parties and all maps, information etc. in it defined as “Confidential”. It cannot be disclosed
to a third party without the permission of the management committee of the consortium.
Government loses control of this if privatized.

In time of war during the last phase (2007-2009) armed forces were heavily depended on
CDMA and satellite communication than radio communication. LTTE attempted to
intercept and jam army’s radio communication and CDMA used from Headquarters to
platoon level was the answer. Long range patrol who penetrated deep into the jungle used
satellite communication. Both were primarily provided by Telecom and Mobitel. If
privatized they may not corporate as government owned Telecom.

As the telecom field is very dynamic in nature, continuous improvements and very
sophisticated developments are anticipated. Modernization process needs funds and a
private owner of the telecom in Sri Lanka will not pump funds to stay par with the rest of
the telecom service providers around the world unless otherwise the cost-benefit analysis
indicates as positive. Therefore, there could be many stakeholders in the network
outsourced by the management of the company which still increase the risk of data
leakage.

Management of the foreign company that may take over the SLT, naturally bent to the
political policies of the country they belong to. Sri Lanka is situated at a very important
strategic geographical location and there is super power rivalry in the region. Leaving the
full control of vital information and communication sector to a foreign company will
expose all Diplomatic Missions, Public sector high level decision making bodied, Private
sector Cooperate Businesses, Security Agencies such as Police, Army, Navy, Air-Force
etc., in to a huge risk of data leakage. Sri Lanka may drag in to unnecessary diplomatic
disputes if any data breach happened through the country’s telecom service provider.
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SLT is a consortium partner with many other Global partners of SEA-ME-WE Submarine
cable consortium that has built 5 cables and in the process of building the sixth. SEA-ME-
WE 6th connects to 19 countries from France to Singapore via 19 landing points including
Matara. Other 2 operational cables SEA-ME-WE 3 and 4 lands in Mount Lavinia and
Colombo. 99% of Global Network runs through submarine cables. Since there’s growing
volume of Data flowing through such cables it has to be protected at any cost. Protection
of local Landing points is the responsibility of SLT.

SLT Mobitel has its data centers located at head office, Welikada, Pitipana National Data
Center. Pitipana National Data Center is a Green building certified and Uptime Tier III
Certified. Its capacity is enormous that Data centers & cloud platforms have large
computing storages and network capacities and serve critical and important business
customers in public and private sector. The customer segments of this data centers include
government institutions, international institutes, large enterprises, small and medium
enterprises. Hosting solutions are co-locations hosting, virtual hosting, cloud hosting and
dedicated hosting. SLT is responsible to ensure that these data are not breached.

SLT’s mobile arm, Mobitel is the only state owned mobile communication company. All
others, Dialog, AIRTEL, Lanka Bell, Hutch etc. owned by foreign companies. Mobitel
ensures competition in the market.

7. Lessons from BT Group

il.

One of the primary examples of compromising national security in privatizing telecom is
the case of BT Group. In the late 1980°s the British Telecommunication was privatized
and the government sold its shares to the private investors. Resulting in a private company,
owned and controlled the country’s critical Telecom Infrastructure.

In 2016, UK government was concerned about the potential security risks posed by BT’s
ownership of the country’s Telecom Network. The government realized that the national
security had become vulnerable to cyber-attacks/espionage etc. and it has become easy for
malicious actors to exploit the network. The British Government then imposed stricter
regulations on BT to mitigate the national security threat posed by company’s ownership.
Currently BT Group handles communication of the British citizens but owned by multiple
companies that are linked to Germany, France and Norway. This illustrates the
consequences of privatizing a national telecommunication company.
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Recommendations

SLT is already partially privatized with international companies holding 44.98% of the
stake and government holding 49.5%. Further privatization would expose the countries
critical communication infrastructure / sensitive information to private entities whose
profit oriented interests can compromise national security. Hence privatization of
Telecom is not recommended.

Anyone/organization who had been blacklisted/helped terrorists/extremists in any form
should not be allowed to buy any share and have any control over our national assets.

State can buy back the other large shareholder of Telecom as provided for in the
agreement, divide the segments into sensitive & vulnerable, excess lands & buildings,
critical infrastructure and the business. Whilst retaining the first segments effecting
National Security, the state can divest the others holding a major share through Private
Public Partnership ensuring critical infrastructure is protected and all government
regulations are adhered to. This way the government can exit from doing business whilst
making profit and ensuring National Security.
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